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Abstract

Existing shilling attack detection approaches focus mainly on identifying individual attackers in online
recommender systems and rarely address the detection of group shilling attacks in which a group of
attackers colludes to bias the output of an online recommender system by injecting fake profiles. In this
article, we propose a group shilling attack detection method based on the bisecting K-means clustering
algorithm. First, we extract the rating track of each item and divide the rating tracks to generate candidate
groups according to a fixed time interval. Second, we propose item attention degree and user activity to
calculate the suspicious degrees of candidate groups. Finally, we employ the bisecting K-means algorithm
to cluster the candidate groups according to their suspicious degrees and obtain the attack groups. The
results of experiments on the Netflix and Amazon data sets indicate that the proposed method outperforms
the baseline methods .

Keywords: Shilling Attacks, random attacks, traditional attacks.
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recommender systems. In fact, a group of
attackers might collude to make a tactical
attack. Such shilling behaviors have been
termed group shilling attacks, which are
more threatening to the system than
traditional shilling attacks. Therefore, how
to effectively identify group shilling
attacks has become a key issue needed to

be addressed.

LITERATURE SURVEY

The internet is the home for huge volumes of
useful data that is constantly being created
making it difficult for users to find
information relevant to them.
Recommendation System is a special type of
information filtering system adapted by online
vendors to provide recommendations to their
customers based on their requirements.
Collaborative filtering is one of the most
widely used recommendation  systems;
unfortunately, it is prone to shilling/profile
injection attacks. Such attacks alter the
recommendation process to promote or
demote a particular product. Over the years,
multiple attack models and detection
techniques have been developed to mitigate
the problem. This paper aims to be a

comprehensive survey of the shilling attack
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models, detection attributes, and detection
algorithms. Additionally, we unravel and classify
the intrinsic traits of the injected profiles that are
exploited by the detection algorithms, which have
not been explored in previous works. We also
briefly discuss recent works in the development
of robust algorithms that alleviate the impact of
shilling attacks, attacks on multi-criteria systems,
and intrinsic feedback based collaborative

filtering methods.

EXISTING SYSTEM

To protect recommender systems, various
approaches have been presented to detect shilling
attacks over the past decade. However, these
approaches focus mainly on detecting individual
attackers in recommender systems and rarely
consider the collusive shilling behaviors among
attackers.

Although some approaches have been proposed to
detect shilling behaviors at the group level, they
divide candidate groups and identify attack
groups according to profile similarity. There are
some group attack models that can generate
attack profiles with great diversity. As a result,
these approaches cannot fully detect attack
groups, which cause poor precision and recall.
Recently, some approaches have been presented
to detect spammer groups in review websites.
However, the group shilling attacks 53i7n

recommender systems are different from the
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spammer groups in review websites.
Therefore, the spammer group detection
approaches are not applicable to the detection
of group shilling attacks.

PROPOSED SYSTEM

To overcome the abovementioned limitations, we
propose a method to detect group shilling

attacks in online recommender systems through
bisecting K-means clustering. The proposed
approach takes advantage of the time
concentration characteristics of group shilling
attacks,

which has a better performance in detecting group
attacks with collusive shilling behaviors.

The major contributions of this article are listed
as follows

We propose a candidate group division method,
which first mines the rating tracks of items and
then divides the users in the item rating tracks
(IRTs) into multiple groups according to a certain

length of time.

Since the attackers in an attack group must rate
the target item(s) within a certain period of time,
the proposed candidate group division method is
more likely to divide the attackers in an attack
group together, which can lay a good foundation

for the group shilling attack detection.

We propose metrics of item attention degree and
user activity (UA) to analyze the candidate groups,
making the judgment of attack groups more

accurate.
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Based on the divided candidate groups, the item
attention degree and the UA for each candidate
group are calculated, and the suspicious degrees
of these groups are obtained. Based on this, the
bisecting K-means algorithm is employed to
cluster the candidate groups according to their
suspicious degrees, and the attack groups are

obtained.

To evaluate the performance of our
method, we conduct experiments on the Netflix
and Amazon data sets and compare the

proposed method with four baseline methods.

Advantages of Proposed System

. Scalability

. Interpretability

. Adaptability

. Robustness to initialization.

IMPLEMENTATION

Group Shilling Attacks The concept of group
shilling attacks was proposed by Su et al. They
provided two scenarios for such attacks.

In scenario 1, besides giving biased ratings for
the target item(s), the attackers also provide
normal ratings for non target items to conceal
their attack intentions.

In scenario 2, the gray organizations first collect
different target items and send these items to the
hired members, and thereafter, the group
members select some target items for attacking.
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Bisecting K-Means Clustering

Algorithm The core idea of the bisecting K-
means clustering algorithm is to treat all data
samples as a cluster at first and then divide this
cluster into two clusters. Subsequently, the cluster
that can minimize the clustering cost function
(i.e., the sum of squared errors) is selected and
divided into two clusters. This process continues
until the number of clusters reaches the given
number K. The main steps of the bisecting K-
means algorithm are given as follows.

1) Use the basic K-means algorithm to divide all
data samples into two clusters and add them to
the set of clusters.

2) In the set of clusters, select the cluster that can
reduce the sum of squared errors to the greatest
extent and use the basic K-means clustering
algorithm to divide it into two clusters, and,
thereafter, add them to the set of clusters.

3) Repeat step 2) until there are K clusters in the
set. Unlike the traditional K-means clustering, the
bisecting K-means clustering can overcome the
situation that the algorithm enters the local

optimal state to some extent.

How Bisecting K-means Work

1. Set K to define the number of cluster
2. Set all data as a single cluster

3. Use K means with K=2 to split the cluster

They first utilized Borderline-SMOTE to relieve
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the unbalance classification situation and obtained
a preliminary result via SVM. Then, they used a
target item analysis method to identify attackers.
Li et al. extracted some features from the item
popularity degree and detected shilling attacks
using the improved ID3 decision tree. This
approach is not very effective when the filler size
and attack size are small. The abovementioned
approaches need to label sample data and train
classification model, which are only applicable to
detecting known types of shilling attacks. To
overcome the limitations of supervised methods,
some unsupervised methods have been proposed.
Mehta and Nejdl analyzed the similarity structure
in attack profiles and used principal component
analysis (PCA) to identifythe attack profiles.
Bryan et al. utilized H-score to sort users and
obtained the target items on the basis of the sorted
list of users. After the two steps, attack profiles
were detected by the target item deviation.
Unsupervised detection methods do not need to
consider attack types or label training samples, but
they need a priori knowledge of attacks (e.g., the
attack size). The aforementioned methods focus
mainly on detecting individual attackers in
recommender systems. However, a group of
attackers might collude to bias the output of
recommender systems. Therefore, the detection of
group shilling attacks has attracted attention in
recent years. Zhou et al. improved the individual
shilling attack detection metrics and proposed a

two-step method to detect group shilling attacks.
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While this method is effective for detecting Vol 12, Issue.2 May 2024
group attacks in synthetic data sets, it is not
effective in detecting group attacks with a low
similarity between attackers.
Wang et al. improved several traditional features
and proposed a method for group attack detection
based on these features. They first manually

labeled candidate groups with high minimum

support, and thereafter, they computed the group

metrics and employed PCA to rank the candidate

groups.
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CONCLUSION

Group shilling attacks are a great threat to
recommender systems. To detect such attacks,
we propose a group attack detection model
based on the bisecting K-means algorithm. The
proposed detection model can overcome the
problem that the performance is poor when
attackers have a few corated items. In order to
divide candidate groups, we use the fixed time
length and dynamically select the starting time
point to divide each item’s rating track. We
combine the features of items and users to
calculate the GSDs. Based on the GSDs, the
bisecting K-means algorithm is utilized to
identify attack groups from the candidate
groups. The experimental results on two data
sets illustrate the effectiveness of our method.
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