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ABSTRACT

The increasing reliance on cloud-hosted healthcare applications has led to a rise in cybersecurity threats, requiring
advanced anomaly detection mechanisms to safeguard sensitive medical data. This paper presents an LSTM-
Based Threat Detection Framework for Healthcare Cloud Security, designed to identify cybersecurity anomalies
and abnormal user behavior in cloud environments. The framework leverages Long Short-Term Memory (LSTM)
networks to analyze real-time security logs, detect unauthorized access, ransomware, and insider threats, and
mitigate potential risks. Deployed on Microsoft Azure, the framework integrates Azure Security Center, Azure
Sentinel, and Azure Machine Learning, ensuring scalable and real-time threat detection. The IoT Healthcare
Security Dataset is used for training and evaluation, covering multiple attack scenarios, including DDoS, data
breaches, and privilege escalation. The proposed model achieves an accuracy of 98.7%, precision of 97.9%, recall
of 98.5%, and an F1-score of 98.2%, ensuring robust anomaly detection. Additionally, Azure-specific security
metrics highlight its efficiency, with a Secure Score improvement of 35%, a threat detection alert response time
of 2.3 seconds, and an average inference time of 12ms for real-time anomaly detection. This research contributes
to proactive, Al-driven cloud security solutions, enhancing the resilience of healthcare infrastructures against
cyber threats.
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1. INTRODUCTION

The rapid adoption of cloud computing in healthcare has revolutionized data storage, patient management, and
medical services, enabling seamless accessibility and scalability [1]. However, the increasing reliance on cloud-
hosted healthcare applications has exposed them to cybersecurity threats, including ransomware, insider attacks,
data breaches, and unauthorized access [2]. These threats compromise confidential patient records, disrupt
healthcare operations, and violate regulatory compliance standards like HIPAA and GDPR. Traditional security
measures, such as firewalls and rule-based intrusion detection systems (IDS), often fail to adapt to the dynamic
and evolving nature of cyber threats [3]. Thus, a robust, Al-driven cybersecurity framework is essential for real-
time anomaly detection and threat mitigation in cloud-based healthcare infrastructures.

Several techniques have been explored for cyber threat detection in cloud environments, including Signature-
Based Intrusion Detection (Snort, Suricata), Machine Learning (SVM, Random Forest), and Deep Learning
(CNN, Autoencoders) [4]. Signature-based approaches effectively detect known threats but fail against zero-day
attacks [5]. Traditional machine learning models require extensive feature engineering and struggle with high
false positive rates in complex security environments [6]. Deep learning models like CNNs are effective but are
not well-suited for sequential anomaly detection in time-series network logs. Moreover, existing cloud security
solutions often lack real-time processing capabilities and scalability, making them unsuitable for large-scale
healthcare applications [7].

To address these limitations, this study proposes an LSTM-Based Threat Detection Framework for Healthcare
Cloud Security, designed to analyze sequential security logs and detect anomalous user behavior in real time [8].
The framework integrates Azure Security Center, Azure Sentinel, and Azure Machine Learning for a cloud-native
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deployment that ensures scalability, low-latency, and automated threat response [9]. Unlike traditional models,
LSTM networks effectively capture temporal dependencies, enhancing the detection of advanced persistent threats
(APTs) and insider attacks. The novelty of this research lies in its hybrid approach, combining LSTM-based
anomaly detection with Azure's cloud security tools, resulting in a 98.7% accuracy, a Secure Score improvement
0f 35%, and real-time response capabilities [ 10]. This study significantly enhances cyber threat resilience in cloud-
hosted healthcare applications, ensuring robust, Al-driven security for critical medical infrastructures.

1.1 RESEARCH OBJECTIVE

v Develop an LSTM-Based Threat Detection Framework for real-time detection and mitigation of
cybersecurity threats in cloud-hosted healthcare applications.

v Utilize the IoT Healthcare Security Dataset to train and evaluate the framework on ransomware, DDoS,
unauthorized access, and data breach scenarios.

v Integrate LSTM networks to capture temporal dependencies in security logs, improving detection of
advanced persistent threats (APTs) and insider attacks.

v Implement Azure Security Services (Azure Security Center, Sentinel, and Machine Learning) for
scalability, low-latency processing, and automated threat response.

1.2 ORGANIZATION OF THE PAPER

The proposed framework is structured as follows: Section 1 introduces the background, significance, and
challenges of cybersecurity in cloud-hosted healthcare applications. Section 2 reviews existing threat detection
methods, highlighting their limitations. Section 3 details the proposed LSTM-based threat detection model,
including dataset preprocessing, model architecture, and Azure service integration. Section 4 presents
experimental results, evaluating model performance using accuracy, precision, recall, and Azure security metrics.
Finally, Section 5 concludes the study with key findings, contributions, and future research directions.

2. RELATED WORKS

The increasing adoption of cloud computing in healthcare has led to significant advancements, but it has also
introduced various security challenges. Several research studies have explored cybersecurity and anomaly
detection techniques in cloud-based environments, emphasizing the need for robust frameworks. Kaushik et al
[11] investigated cloud security threats and proposed a security framework leveraging intrusion detection systems
(IDS) and cryptographic techniques. However, their approach was limited by high computational overhead and
an inability to detect zero-day attacks effectively. Similarly, Kratzke [12] analyzed cloud-native security models
and highlighted the importance of container-based security mechanisms, yet failed to address real-time anomaly
detection in dynamic healthcare environments.

Kratzke and Peinl [13] explored microservices-based cloud architectures for security enhancement, demonstrating
improved scalability and fault tolerance. However, their work lacked Al-driven threat detection capabilities,
making it ineffective against evolving cyber threats. Kratzke and Quint [14] extended this study by incorporating
orchestration tools but did not integrate machine learning-based anomaly detection, which is crucial for adaptive
security frameworks. Li et al [15] and Lipton et al [16] examined deep learning approaches for security,
specifically using LSTMs for anomaly detection in sequential data. While their models showed promising results
in detecting cyberattacks, they were not optimized for cloud-native environments.

Sethi [17] further discussed Al-based security mechanisms but lacked integration with cloud security services like
Azure Security Center. [18]explored real-time monitoring solutions for cloud security, yet did not implement
advanced Al-driven techniques to enhance detection accuracy.These studies highlight the need for a cloud-native,
Al-driven cybersecurity framework that integrates LSTM-based anomaly detection with Azure security services
to provide scalable, real-time threat mitigation in healthcare cloud infrastructures.

2.1 PROBLEM STATEMENT

Cloud-hosted healthcare applications face cyber threats like ransomware, unauthorized access, and insider attacks,
risking data security and compliance [19]. Existing methods, including signature-based IDS and machine learning,
struggle with zero-day attacks and real-time detection [20]. The proposed LSTM-Based Threat Detection
Framework leverages deep learning and Azure Security Services for accurate, real-time anomaly detection. It
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improves threat identification with 98.7% accuracy and enhances security with a 35% Secure Score improvement.
This Al-driven, cloud-native solution ensures automated and scalable cybersecurity for healthcare infrastructures.

3. PROPOSED CLOUD-NATIVE SECURITY WITH LSTM-BASED THREAT DETECTION IN
HEALTHCARE

The proposed LSTM-based threat detection framework integrates cloud-native security solutions to detect
anomalies in healthcare applications. As illustrated in Figure 1, the framework begins with data acquisition from
healthcare applications and external resources. This data is stored in a secure cloud database and undergoes pre-
processing to remove inconsistencies and missing values. The processed data is then fed into an LSTM-based
deep learning model to detect anomalies and classify threats. The output is analyzed in real-time, and alerts are
sent to the Azure Security Center for further action. Cloud-native threat monitoring ensures efficient detection of
cybersecurity risks, and the integration with Azure services enhances security by leveraging Azure Sentinel,
Security Center, and Defender. The system continuously learns from detected threats, improving over time. The
integration of Al-driven analytics with cloud-based security ensures scalable, efficient, and real-time protection
against cyber threats in healthcare systems.
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Figure 1:Architecture for cloud-native security with LSTM-based threat detection in healthcare
3.1 Dataset Description

The dataset used in this study is sourced from Kaggle’s cybersecurity datasets for healthcare applications. It
contains logs of normal and anomalous activities, including unauthorized access, malware attacks, and phishing
attempts. Each record consists of attributes such as timestamp, IP address, user activity, threat level, and response
time. The dataset is pre-processed to remove duplicate entries and normalize data formats. Labeling is performed
to distinguish between benign and malicious activities. This dataset enables the training of LSTM models for
anomaly detection, ensuring robust security measures. Its diverse range of cybersecurity threats helps build a
reliable model for real-time threat detection.

3.2 Data Pre-processing Steps

Data Cleaning: Removes duplicate and missing values.This is given by equation (1) as :
Xcleaned = Xraw - (Xduplicates + Xmissing)
(1
Normalization: Ensures numerical features are scaled between 0 and 1.This is given in equation (2)

X—Xmi
Xnorm = —— 27— 2

Xmax—Xmin
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Feature Engineering: Extracts relevant features such as login frequency and IP patterns.This is given in equation
(3) as:
Xfeatures = f(Xselected) (3)

Label Encoding: Converts categorical labels into numerical format for model training.This is given in equation
(4) as:

YVencodea = OneHotEncode (y) 4
Splitting Data: Divides the dataset into training and testing sets. This is given in equation (5) as:

Xirain » Xrest = extsplit(X, test_size =0.2)
)
3.3 Long Short-Term Memory (LSTM) Networks for Sequential Data Processing
Long Short-Term Memory (LSTM) networks are an advanced type of recurrent neural network (RNN) designed
to efficiently capture long-term dependencies in sequential data. Unlike traditional RNNs, which struggle with
vanishing gradient problems, LSTMs incorporate a unique memory cell structure that retains important

information over long sequences. This is achieved through three key gating mechanisms: the Forget Gate, Input
Gate, and Output Gate, each playing a crucial role in regulating information flow.

a. Forget Gate

The forget gate determines which information from the previous cell state C;_; should be discarded. This is
essential for eliminating irrelevant information while preserving crucial context. The forget gate operation is
defined as equation (6) as:

fe= O'(Wf “[he—1, xe] + bf) (6)
where:
® W and by are the weight and bias parameters of the forget gate,
® h;_, is the hidden state from the previous time step,
e X is the current input,
e 0 represents the sigmoid activation function, which ensures that f; has values between 0 and 1.

If f; is close to 1, the past information is retained; if close to 0, it is discarded.

b. Input Gate

The input gate is responsible for updating the cell state with new relevant information from the current input. This
involves two steps: generating candidate values for the cell state and selecting which values should be updated.
These operations are defined as equation (7 — 9) as:

iy = oW [hee1, ] + b)) @)
C" = tanh (W¢ - [he_y, X¢] + bc) (3
Ct=ft'Ct—1+it'C~t ©

where:

e |, is the input gate activation, determining how much new information to accept,
e (", is the candidate cell state, generated using a tanh activation function,
e (. is the updated cell state, incorporating both retained past information and newly selected data

c. Output Gate
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The output gate determines which part of the current cell state should be exposed as the hidden state. This helps
in passing relevant information to the next time step while suppressing irrelevant details. The output gate is
computed as equation (10 — 11) as:

or = (W, - [he_q, x¢] + by) (10)
ht = Ot . tanh (Cf) (11)
where:

e o, is the output gate activation,
® . is the final hidden state at time ¢,
e The tanh activation function ensures that the values remain within a valid range.

3.4 Working of Azure

Azure provides a cloud-native security solution by integrating Azure Sentinel, Azure Security Center, and Azure
Defender. The processed threat detection data from the LSTM model is fed into Azure Sentinel, which provides
SIEM (Security Information and Event Management) and SOAR (Security Orchestration Automated Response)
capabilities. It analyzes logs, detects patterns, and generates security insights.Azure Security Center acts as a
unified security management system. It continuously monitors cloud resources, detects vulnerabilities, and
provides real-time recommendations. The security score S is calculated as equation (12) as:

S = Vmitigated %100 (12)

Vtotal

where Vinitigatea Tepresents the number of mitigated vulnerabilities.Azure Defender enhances protection by

identifying potential threats and anomalies using Al-driven analytics. The threat likelihood score ( T ) is computed
as equation (13) as:

T=XYk PT)*wW, (13)

where P(T;) is the probability of threat T; and W; is the weight assigned to each threat type. By leveraging these
Azure services, the proposed framework ensures robust security for healthcare cloud environments, providing
real-time threat detection and mitigation capabilities

4.RESULTS AND DISCUSSION

The proposed LSTM-Based Threat Detection Framework demonstrates high effectiveness in healthcare cloud
security, achieving 97.2% accuracy and low detection latency (0.9 sec). The Azure-based deployment ensures
rapid response times (1.4 sec) and efficient autoscaling (95.3%), allowing dynamic resource allocation. With a
throughput of 6,200 events per second, the framework efficiently processes high volumes of security threats in
real-time. Additionally, the cost efficiency of $0.03 per detected threat makes it a viable and scalable solution.
These results highlight the framework’s ability to provide fast, accurate, and cost-effective threat detection,
outperforming traditional security approaches.

4.1 Machine Learning Performance Metrics

Accuracy - Measures the model's overall correctness in detecting threats by considering both correctly identified
threats and non-threats. A higher accuracy indicates a well-performing model.This is given by equation (14) as:

TP+TN

Accuracy = ——
Y = IPTIN+FP+FN

(14)
Precision - Determines how many of the predicted threats are actual threats. A high precision value indicates
fewer false alarms.This is given in equation (15) as:

TP
TP+FP

Precision =

(15)

Recall (Sensitivity) - Measures the model's effectiveness in detecting actual threats. A high recall value ensures
that most threats are identified.This is given in equation (16) as:
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TP
TP+FN

Recall =

(16)

F1-Score - Represents a harmonic mean between Precision and Recall, ensuring a balance between false positives
and false negatives.This is given in equation (17) as:

Precision + Recall
(17)
4.2 Cloud Performance Metrics (Azure-Specific):

Threat Detection Latency (TDL) - Measures the time taken to detect a security threat after an attack is initiated.
Lower values indicate a faster response. This is given in equation (18) as:

TDL = Tyetection — attack_initiation (18)

Response Time (RT) - Represents the time taken by Azure to mitigate a detected threat. A lower response time
ensures quicker threat handling. This is given in equation (19) as:

RT = Tmitigation - Tdetection (19)

Autoscaling Efficiency (AE) - Evaluates Azure's ability to dynamically allocate resources based on demand,
ensuring optimal performance without overutilization. This is given in equation (20) as:

CPU usage

AE = (20)

Allocated Resources

Throughput - Represents the number of security events processed per second, measuring the system's efficiency
in handling large-scale cyber threats. This is given in equation (21) as:

Total Events Processed

Throughput = 21

Total Time

Cost Efficiency (CE) - Calculates the cloud cost per detected threat, ensuring budget-friendly security
implementations. Lower values indicate better cost optimization. This is given in equation (22) as:

CE = Total Cloud Cost (22)

Threats Detected

4.3 Proposed Framework Evaluation

The figure 2 represents the key machine learning performance metrics of the proposed threat detection model,
including Accuracy, Precision, Recall, and F1-Score. The model achieves an accuracy of 98.7%, indicating its
high correctness in detecting threats. The precision of 97.9% suggests a low false positive rate, meaning that most
detected threats are actual threats. The recall of 98.5% shows the model's effectiveness in identifying real threats,
ensuring minimal false negatives. Finally, the F1-score of 98.2% highlights a strong balance between precision
and recall, confirming the overall reliability of the model in cybersecurity applications.
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Figure 2: Machine Learning Performance Metrics of the Proposed Framework
4.4 Performance Metrics and Effective Values of the Proposed Framework

The performance evaluation of the proposed LSTM-Based Cloud Security Framework is summarized in the table
1, highlighting both Deep Learning Metrics and Cloud Performance Metrics. The model achieves a high accuracy
of 98.7%, ensuring effective threat detection, while a recall of 98.5% demonstrates its ability to identify actual
threats. The False Positive Rate (FPR) of 97.1% indicates a slight misclassification rate, which is optimized for
minimal false alarms. In terms of cloud efficiency, the framework achieves a Threat Detection Latency of 0.4%,
meaning it swiftly identifies threats, followed by a Response Time of 1.4 seconds, ensuring rapid mitigation. The
Autoscaling Efficiency of 95.3% highlights Azure’s ability to dynamically allocate resources based on workload.
Furthermore, with a Throughput of 6,200 events per second, the system is capable of handling a high volume of
security events in real-time. The Cost Efficiency of $0.03 per detected threat ensures an economically viable
security solution, making it both effective and scalable for healthcare cloud security applications.

Table 1: Performance Metrics of the Proposed LSTM-Based Cloud Security Framework

CATEGORY METRICS PROPOSED
FRAMEWORK
(LSTM + AZURE)
DEEP LEARNING METRICS Accuracy 98.7%
Recall 98.5%
False Positive Rate (FPR) 97.1%
CLOUD METRICS Threat Detection Latency 0.4%
Response Time (Azure) 1.4 sec
Autoscaling Efficiency 95.3%
THROUGHPUT 6,200 events/sec
Cost Efficiency $0.03 per detected
threat

4.5 Discussion
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The proposed framework successfully integrates LSTM deep learning with Azure cloud services for real-time
anomaly detection in healthcare applications. The high accuracy (98.7%) and low false positive rate (2.4%)
outperform existing solutions, while Azure's scalability and cost efficiency ($0.03 per threat) ensure affordable
security at scale. Compared to conventional methods, this approach is faster, more precise, and resource-efficient,
making it highly suitable for cloud-hosted healthcare security systems.

5.CONCLUSION AND FUTURE WORKS

The LSTM-Based Threat Detection Framework enhances healthcare cloud security, achieving an accuracy of
98.7% with a detection latency of 0.9 sec. Azure integration provides real-time response (1.4 sec), high scalability
(95.3%), and low-cost threat mitigation ($0.03 per detected threat). These results validate the efficiency,
scalability, and accuracy of the framework.For future research, we propose , Enhancing threat detection using
Transformer-based models (e.g., BERT, ViT).Integrating Federated Learning for privacy-preserving anomaly
detection.Expanding the model for cross-platform compatibility (AWS, GCP).Combining Blockchain with Al for
secure, tamper-proof cybersecurity logs.
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