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Abstract—Deepfake videos, created using Al, are hard to detect
and can spread fake information. This project focuses on detecting
deepfake videos using a method called Long Distance Attention.
Unlike traditional methods that look at small parts of a video, our
approach looks at patterns across longer parts of the video to spot
fakes.

We use Convolutional Neural Networks (CNNs) to find important
features, Recurrent Neural Networks (RNNs) to track changes over
time, and Attention Mechanisms to focus on key parts of the video
that help identify fake content. Additionally, we introduce a Fine-
Grain Method that analyses small, detailed differences in the video,
improving the ability to spot even subtle manipulations.

By combining these techniques, our method can better detect
deepfakes, even when the changes are hard to notice. Tests show
that our approach outperforms older methods, detecting fake videos
more accurately and in real-time.

Index Terms—Deepfake Detection, Long Distance Attention,
Fine-Grain Method, Convolutional Neural Networks (CNNs),
Recurrent Neural Networks (RNNs), Attention Mechanism, Fake
Video Identification, Spatial Temporal Artifacts.

|. INTRODUCTION

With the rapid advancement of artificial intelligence, deepfake
technology has become more prevalent, making it easier to
create realistic fake videos. These videos, often designed to
deceive viewers, pose serious risks to online trust, security,
and privacy. As deepfake videos become more sophisticated,
traditional methods of detection that rely on analyzing local,
short-term features in videos are proving to be ineffective.
Therefore, there is an urgent need for more advanced
techniques that can detect subtle manipulations across longer
video sequences.

This project proposes a novel approach to deepfake detection
by utilizing Long Distance Attention mechanisms within deep
learning models. Unlike conventional methods, our approach
focuses on identifying patterns and inconsistencies that
appear over longer periods of time, rather than just in isolated
frames. By capturing the temporal dependencies in the video
content, we can detect deepfake manipulations that might not
be visible in short frame sequences.

The model combines several cutting-edge techniques,
including Convolutional Neural Networks (CNNs) for extracting
features, Recurrent Neural Networks (RNNs) for tracking
changes over time, and Attention Mechanisms to focus on key
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parts of the video. In addition, we introduce a Fine-Grain
Method to analyze small, detailed differences within the
video, improving detection accuracy. Through rigorous testing,
we aim to show that this approach not only increases the
accuracy of deepfake detection but also enhances its
robustness, making it an effective solution for real-time video
verification and security.

We expect that this approach will contribute to the ongoing
development of tools to protect digital content and ensure the
integrity of visual media in an era where fake videos are
becoming increasingly difficult to distinguish from real ones.
As deepfake technology advances, this project proposes using
Long Distance Attention combined with CNNs, RNNs, and a
Fine-Grain Method to improve the detection of subtle
manipulations in videos over longer sequences, aiming to
enhance accuracy and robustness in real-time video
verification.This approach leverages SVMs' effectiveness in
binary classification and RNNs' ability to capture temporal
dependencies, providing a comprehensive solution to identify
manipulated media content.

II. RELATED WORK

The detection of deepfake videos has become an active area
of research, with several approaches proposed to identify
synthetic media. Traditional methods primarily focus on
analyzing low-level visual features, such as inconsistencies in
pixel patterns or facial landmarks. Early approaches used
Convolutional Neural Networks (CNNs) to detect deepfake
artifacts, such as unnatural skin textures, lighting
inconsistencies, or blink patterns that often appear in
generated videos. FaceForensics++ is one of the key datasets
widely used for deepfake detection, which led to various
studies exploring CNN-based architectures to identify
manipulation. In recent years, temporal models like Recurrent
Neural Networks (RNNs) and Long Short-Term Memory
Networks (LSTMs) have gained popularity for deepfake
detection, as they can capture sequential dependencies and
changes over time. These models help detect more subtle
manipulations that span across multiple frames, addressing
the limitations of frame-by-frame analysis. Works such as
XceptionNet and DeepFake Detection Challenge have
incorporated temporal information, offering improvements in
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detecting deepfakes based on motion patterns or facial
muscle movements.

A notable area of progress in deepfake detection is the use of
Attention Mechanisms, which focus on regions of the video
that are most likely to contain important signals for
manipulation detection. These methods allow models to
prioritize key temporal patterns, improving detection
accuracy. Recent studies have proposed hybrid models
combining CNNs for feature extraction and Attention
Networks to focus on specific areas of the video, significantly
enhancing performance.

However, most existing methods struggle with fine-grain
details, particularly when manipulations are subtle or spread
across longer temporal sequences. This gap motivates our
approach to combine Long Distance Attention with Fine-Grain
Methods, aiming to capture long-range dependencies and
detect deepfakes even when inconsistencies are not easily
visible in localized areas. Our work builds on the foundations
of previous research while introducing novel techniques to
tackle the limitations of existing detection models, offering a
more robust and accurate solution for deepfake detection.

**Methodology**

The detection of deepfake videos using Long Distance

Attention (LDA) follows a structured approach that ensures
accurate identification of manipulated content by analyzing
spatial and temporal inconsistencies across frames.
1. The Data Collection and Preprocessing of Deepfake and real
videos from datasets like FaceForensics++ and DFDC are
processed by extracting frames, detecting faces with
MTCNN/RetinaFace, applying augmentations, and normalizing
for model training.The preprocessing steps involve:

- **Data Cleaning**: In a deepfake video detection project
utilizing Long Distance Attention (LDA), data cleaning involves
extracting frames from videos, detecting and aligning faces to
a uniform size, applying augmentations like rotations and
brightness adjustments, and normalizing pixel values to
ensure consistent and high-quality inputs for the model.
Outlier detection is performed using the Z-score method:

7 X—pn

a

where Xis the observed value, p is the mean, and o is the
standard deviation of the dataset.

**Feature Extraction**: - In deepfake video detection
utilizing Long Distance Attention (LDA), the feature extraction
process can be summarized by integrating spatial and
temporal analyses through attention mechanisms. While a
single, compact formula may not encapsulate the entire
complexity, the process involves:
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Spatial Feature Extraction: Applying a Convolutional Neural
Network (CNN) to each frame to obtain spatial features

5t= CNN (I)

Temporal Feature Extraction with Attention: Utilizing the LDA
mechanism to capture dependencies across multiple frames,
focusing on relevant features over time:

Fe=LDA (F'™",...,F",...,Fs¥*")

Feature Fusion: Combining spatial and temporal features to
form a comprehensive representation:

Frinai=Fusion (Fst, Ft)

Here, Ffinal represents the extracted features used for
classification. This approach effectively captures both spatial
details and long-range temporal dependencies, enhancing
the detection of subtle artifacts indicative of deepfakes.
where fi is the number of times term t appears in the
document, and N is the total number of terms
**Normalization**: Pixel Value Normalization: Scaling pixel
values of each frame to a standard range, often [0, 1] or [-1,
1], to ensure uniformity across the dataset. This is achieved
by:

; x — min(x)
x' =

" max(z) — min(x)

where x represents the original pixel values, min(x) and
max(x) are the minimum and maximum values in the
dataset, x | denotes the normalized pixel values.
2. Machine Learning Models on deepfake video detection
using Long Distance Attention (LDA), we employ a
combination of supervised learning algorithms to classify
video frames as "Deepfake" or "Authentic." The models
utilized include:
a) Support Vector Machine (SVM) SVM is a powerful
classification algorithm that finds the optimal hyperplane to
separate different classes. The decision boundary is defined
as:

fX)=wlx+b

where wis the weight vector, x is the input feature vector,
and b is the bias term. The optimization objective is:

min % |2 subject to yi(wxi+ b) 2 1
w

for all training samples (x;y:), where yirepresents class
labels (+1 or -1).

b) Recurrent Neural Networks (RNNs), specifically Long
Short-Term Memory (LSTM) networks: These are used to
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analyze temporal dependencies across frames, identifying
unnatural motion patterns and temporal inconsistencies.
At each time step ttt, the computations in an RNN can be
described as:
Hidden State Update:

hy = f(wphi—1 + WX, + b)
Output Calculation:

Yi=wy+ he+ by

Where htis the hidden state at time t, X: the input at time
t, yris the output at time t, wn,wxWy are weight matrices.
c) Gradient Boosting Classifier (GBC) can be employed to
enhance classification performance by sequentially
combining multiple weak learners, typically decision trees,
to form a strong predictive model.

F(x) = Fin1(x) + nhm(x)

Fin-1(x) is the ensemble model built up to the previous
iteration

d)Fine-Grained Classification approach that integrates
feature extraction, attention mechanisms, and classification.

The mathematical formulation is as follows:
eWEX+bE

p(y =c/x) = W

d) Voting Classifier (Ensemble Learning) An ensemble
method that aggregates predictions from multiple classifiers
to improve accuracy. The final prediction is based on

majority voting:
n
> P

Pfinai= argmaxi=1

where P;is the probability from the it" classifier.

3. Reinforcement Learning (RL) agent is employed to select
the top-k data augmentations for each test sample in an
image-specific manner, enhancing cross-dataset
generalization of deepfake detectors.

**3.1 Q-learning Algorithm** Q-learning is a model-free
RL algorithm that optimizes the decision policy using the
Bellman Equation:

Q(s,a) = Q(s,a) + ahR + y maxQ(s,a’) - Q(s,a]i

where: - Q(s,a) is the Q-value for state s and action a. a is
the learning rate. - Ris the reward obtained after taking action
a. - yis the discount factor. - maxs Q(s,a’) is the maximum Q-
value for the next state s'.
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4. Model Evaluation Performance metrics used include
Accuracy, Precision, Recall, Fl-score, and Matthews
Correlation Coefficient (MCC). Area Under the Receiver
Operating Characteristic Curve (AUC-ROC) .

Integrating supervised learning with reinforcement learning
in our deepfake detection project enables adaptive selection
of data augmentations, enhancing cross-dataset generalization
and detection accuracy.

IIl. RESULTS AND DISCUSSION

The evaluation of our deepfake detection system underscores
the substantial benefits of integrating machine learning
classifiers—Support Vector Machine (SVM) and fine-grained
Recurrent Neural Networks (RNNs)—with Q-learning-based
reinforcement learning. Initially, the fine-grained RNN
demonstrated superior performance as a standalone classifier,
effectively capturing temporal dependencies and subtle
inconsistencies across video frames. However, following Q-
learning optimization, the ensemble model surpassed
individual classifiers by dynamically adjusting model weights
based on prediction reliability, leading to enhanced precision,
recall, and overall detection accuracy. The reinforcement

learning framework facilitated adaptive decision-making
refining predictions by leveraging historical data and

continuously improving the accuracy of deepfake detection.
Comparative analysis revealed that while SVM showed
moderate gains, the fine-grained RNN benefited significantly in
terms of recall, reducing false negatives and improving
detection of manipulated content. The ensemble learning
approach, enhanced through Q-learning, proved superior to
standalone classifiers by mitigating overfitting and improving
model generalization, making it a more robust tool for
deepfake detection. This study further highlights the growing
importance of reinforcement learning in media forensics, as it
allows for real-time adjustments based on evolving
manipulation techniques.

LF

Wraining set
(RO25)

Input duplicated
Frnaze / video

Toesting sce
(205

|

raining SAR-CGI.STN

To extract the remporal
Fearmres from frrames

{ Training capsulcd ‘

alural SCrawprk CINDN
for detection

i Prediction of image / trames J
Fake =Rcal
imaze / video imaaze / video

Fig. 1. Architecture

J

313


http://www.ijmece.com/

Videos Datasets Trained and Tested Results

| Modettype |  Accuracy |
[Recurrent Neural Network-RNN EEICEEL R CRAETEY]
| sum Js0- 3267573850209
| Gradient Boosting Classifier |[ERETIFECYETCLTE]

Fig. 2. Accuracy

IV. CONCLUSION AND FUTURE WORK

In our deepfake detection project, we successfully integrated
Support Vector Machines (SVMs) and fine-grained Recurrent
Neural Networks (RNNs) to enhance detection accuracy. The
ensemble model dynamically adjusted weights based on
prediction reliability, leading to improved precision, recall, and
overall performance. This approach effectively mitigated
overfitting and enhanced model generalization, underscoring
the potential of combining machine learning classifiers in
media forensics.

Future work could focus on expanding the training dataset to
include a more diverse range of deepfake examples, thereby
improving the model's robustness across various deepfake
modalities. Additionally, optimizing the model's architecture
and leveraging efficient algorithms could facilitate real-time
detection of deepfake content in live media streams.
Evaluating and enhancing the model's performance across
different datasets would ensure consistent accuracy and
reliability in diverse scenarios. Furthermore, developing
methods to interpret and explain the model's decisions would
foster trust and facilitate adoption in critical applications. By
addressing these areas, the system's applicability and
effectiveness in combating the evolving challenges posed by
deepfake technologies can be significantly enhanced.

Moreover, exploring the integration of additional machine
learning techniques, such as convolutional neural networks
(CNNs) combined with vision transformers, could further
improve detection capabilities by capturing intricate visual
features. Implementing ensemble learning approaches that
combine multiple classifiers may also contribute to higher
accuracy and robustness in identifying deepfake content.
Additionally, incorporating  bio-inspired  optimization
algorithms, like particle swarm optimization (PSO), to fine-
tune model parameters could enhance performance and
adaptability. Addressing these aspects will contribute to the
development of a more comprehensive and resilient deepfake
detection system.
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